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1.l ntroducti on

LeakWall Lite is a powerful monitoring tool designed to detect and prevent
sensitive data leaks. LeakWall Lite is a content monitoring and filtering software
that monitors all data leak channels across networks and via devices.

Network C

SmartPhone

User

The monitoring agents are installed on desktop or laptop computers, terminal or
Citrix servers. The agents inspect outbound data flow and logging essential data
transfer operations.

The resulted monitored operations are available for analysis in the LeakWall
Reporter. The LeakWall Reporter includes Dashboard, Active Profiler and Logs
views.

1 Dashboard contains number of critical metrics helping to evaluate current

status and trends of data security.

91 Active Profiler instantly analyzes audit trails and routinely creates behavior
profiles relating to sensitive data operations. It automatically detects
potential data leaks.

9 Logs view exposes a list of audited operations, powerful tools and summary
reports facilitating analysis.
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2.Getting started

In order to start LeakWall Lite evaluation perform the following steps.

1) Allocate a machine running Windows XP/Vista/7 or Windows Server
2003/2008. You may choose actual or virtual machine.

2) Download
1 LeakWall Lite Agent:

0 (32-bit)
http://www.gentlesecurity.com/releases/leakwall lite32 3.1.msi
0 (64-bit)
http://www.gentlesecurity.com/releases/leakwall lite64 3.1.msi
1 LeakWall Reporter:
http://www.gentlesecurity.com/releases/leakwall reporter.msi

3) Copy the downloaded installation packages to the selected machine and
proceed with installation as described in the following items

4) Install LeakWall Lite Agent by clicking on corresponding MSI file and following
the instructions. Note, no reboot is required up on installation

5) Install LeakWall Reporter by clicking on downloaded leakwall_reporter.msi and
following installation instructions

6) To verify correctness of installation perform few data transfer operations, such
as sending e-mail, submitting data on web forms, copying files to USB sticks and
printing. The operations are monitored and recorded by LeakWall.

7) Click on Start button, go to Programs\LeakWall Reporter folder and open
LeakWall Reporter. The Reporter gets connected to locally running Reporting
Server.

NOTE The described procedures are also illustrated on the following video:
http://www.youtube.com/watch?v=hnuOQZRcShU
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.LeakWwal |l Reporter

The LeakWall Reporter pulls the logs from LeakWall Agents, performs reporting
and presents a number of metrics indicating status of security in relation to data
leak threats. With the LeakWall Reporter you may investigate data transfer
operations, obtain customized summary reports as well as automatically spot
threatening activity with a high risk of data leaks.

P
[F] Leakwall Reporter S | B |
% Retrieve Logs =
- i
L
. " 5
GentleSecurity.com ;
Dashboard Logs Profiler
Welcome to Leakwall Reporter!
Number of users: 0 You are logged into Leak\Wall Reporter. The Reporter shows a number of metrics indicating status of security in
Mumber of computers: 0 relation to data leak threats.
Number of operations: 0 - ) _ ) ) _ _
Total size oftransferred data MB: - With the Leak.".fe_lll Reporter you mqy |nves_t|_gatg data ?rans_fer operations, obtain customized summary reports as
) ) well as automatically spot threatening activity with a high risk of data leaks.
Available history, days: 0
Logs in processing: 0 E
The Dashboard contains number of critical metrics helping to evaluate current status
and trends of data security
L ] Warning: Mot enough data for accurate analysis.
Dashboard
The Logs exposes a list of audited operations, powerful tools and summary reports
“|  facilitating analysis.
0 operations detected
Logs
F= | | o | |
| The Active Profiler instantly analyzes audit trails and routinely creates behavior
g profiles relating to sensitive data operations. It automatically detects potential data
\J u leaks.
. Warning: Mot enough data for accurate analysis.
Profiler i
4 m k

The Reporter’s Start view exposes the current operational status and provides
links for the Dashboard, Logs and Profiler views composing various reporting
features.

The operational status consists of following parameters
9 Number of users — number of data transferring users logged by LeakWall

Agents.

T Number of computers — number of computers at which data were
transferred.

1 Number of operations — number of logged data transfer operations.

1 Total size of transferred data — total size of transferred data for all
observed users.
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1 Available history, days — number of days since very first data transfer trail.

1 Logs in processing — number of currently processed log packages. The log
packages contain information on the monitored data transfer operations,
and are retrieved via Retrieve Logs menu item.

LeakWall Reporter automatically retrieves logs from the computer where it is
installed. In order to retrieve logs from other computers you should use Retrieve
Logs menu item that provides two options:

1 Retrieve Logs From Selected Computers — allows select individual remote

computers via standard Windows dialog as illustrated on the figure below.

Select Computers I. 2 |ﬁ]

Select this object type:

Computers Ohject Types...

From this location:

WORKGROUP Locations...

Enter the object names to select (2xamples):
WORKGROUPADMIN-128051DB35; Check Names
WORKGROUPWMAXSEVEN-PC

Advanced... | (8] || Cancel |

1 Retrieve Logs From Whole Domain — retrieve logs from the all computers
on the current Active Directory domain.

The log retrieval process may take up to several minutes or even longer. The
status bar next to the Retrieve Logs menu item indicates current progress.

Retrieve Logs + Loading logs from whole domain... —— Cancel

The Cancel button allows interrupt the process in case it takes too long. On
completion the progress bar is replaced by the status information.

S| Retrieve Logs  Logs are loaded successfully [0 logs loaded from 1 of 1 computers]

NOTE The LeakWall Agents write logs into Windows Event Log. Please make sure
that user running LeakWall Reporter has sufficient privileges to access Windows
Event Log on remote computers.
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3.1. Dashboard

The Dashboard view displays a number of metrics indicating current day status of
security in relation to data leak threats. The metrics include: Active Profiler,
Status, Status Trends, Top Destinations, Suspicious Applications, Data
Transmission Channels and Top Applications.

<[ Local Group Policy Editor = | B |
File Adion View Help
e 5m
- Logout | =
iz 2 :
. ' )
GentleSecurity.com Y
Dashboard Logs Profiler Settings
Settings
Active Profiler Status Trends
Threat Users Content
. . Operational Risk History
Threshold: [Level 1 =] Tolal 424 Total files - 1302 Comefrreiss
With sensiive content: 318 Sensitive files : 1219 L 20%
With suspicious activity : 4 Size, sensitive (MB) © 34,030 49
\4\ erage 36%| 6%
Low %
F 72% 6%
15 ASSANGE 2 99% 85 350.42mB [ [ 16 | |
5 LBERTY 1 96% T 11239 M8 B mi s8%
[ 5
& o TRV T o | — -
45 STEPHANE 1 85% 3 AENEA 324 | 65 | Total size 1% 55 9
4% o, 2%
row(s) 1-4of 4 Number of operations  100% ] e
Average file size 5% | i 3 4 7 g - E é 5 5 i 5
| wWeb | T Printers[ A0 ®High Risk  ®Normal Ris|
Active Profiler For Period »
Top Destinations Suspicious Applications Data Transmission Channels, MB Top Applications
hittp:[wikileaks.ch ounooc [T ]z
EASI_ES_Vd.exe 52 —_—
https femez salesfor IBXPLORE 1,908
Hetwork share - 244.33 —_—
D:\poviershel_refere T 636
s e E et 0.5 | L —
| et 20015.82 Brers 7725 vonsAarsteus- || s
JO=BANK INTERNATIONA Device - 4,809.13 EXCEL J 318
ouTLOOK 53 £
ACROBATDISTILLER J 265
0 200 400 €00 €00 1000 1,200 40 S0 € 70 80 %0 100 110 120 o 1,000 2,000 3,000 4,000
Operations Operations Operations i
>

TIP
If you open the Dashboard view for the first time you may want to configure
Sensitive content settings as described in 5.1.8 Settings section.

3.1.1. Active Profiler

Usually organizations start DLP deployment from audit-only policy. This may
result in hundred thousand audit trails to be scrutinized. Thus the amount of work
required diminishes the value of audit-only mode.

The problem is effectively resolved by LeakWall through unique Active Profiling
technology. The Active Profiler instantly analyzes audit trails and routinely creates
behavior profiles relating to sensitive data operations. It automatically detects
threatening activity with a high risk of data leaks and provides detailed warning to
a system administrator.
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The Profiler is fully transparent control that prevents data leaks and does not
require change of user behavior. This innovative approach turns DLP into a new
commodity class, such as anti-virus solutions, breaking application barriers for
many organizations.

Active Profiler

Threat Users Content
Threshold: |Level 1 | Total: 424 Total files : 1802
|With sensitive content:  318| Sensitive files : 1219

|‘.“'."ith suspicious activity - 4 | Size, sensitive (MB) : 34,030.49

o ASSANGE 2 99% 85 35042 B EY (16 |
j LIBERTY 1 96% 7 11239 mB B 10 |

< TMEQ I 85%3  17.19MB
< sTePHANE [N 85% 3  17.19 MB

row(s)1-4of4

| Web | Device LULIE I Net. Share

Active Profiler For Period »

As illustrated on the figure Active Profiler has observed 318 users sending
sensitive data and marked four of them with a high risk of causing data leak. An
administrator then investigates suspicious user’s behavior by verifying data sent
over various channels and examining list of specific operations in order to take
incident response actions.

The investigation starts from information presented in the displayed list which
includes:
9 User —user name;

9 Threat Level - a higher level corresponds to a higher threat determined by
Profiler;

Risk — indicator assessing probability of data leaks;

Count — number of sensitive data transfer operations;

Total Size — total size of transferred sensitive data;

=A =4 =4 =2

Channels by Size — distribution of transferred data among channels, such as
web, email, devices, printers and network shares.

Note that clicking on ™ opens the Profiler view described in section 5.3 Profiler.
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Depending on your objectives and resources available you may adjust Threat
Threshold level of Active Profiler to display only activities with the threshold level
and above. Higher threshold level produces fewer records in the list grabbing your
attention only for most threatening activities.

Click on a User or a Channels by Size bar to open list of operations as illustrated
below.

Logs
. P -
A © (i) rows 0[]
Copy *
- Deny %
Confirm ¥
Audit %

Z# [ 25.11.2010

16-49-41 ASSAMGE  audit 201011252 Data Hub.pdf

Z# [ 25.11.2010

16-41-48 ASSAMGE  audit European Data Hub 20101125 pdf

; 2511.2010
I »
4 O 16:36:38

A 44 ndnn
4| mn

ASSAMGE  audit loan 001087 .doc

List elements contain detailed information on traced operations and might be
filtered and customized as described in 5.2 Logs section.

Up on review you may select operations that appear suspicious by setting
corresponding check boxes and clicking Mark as suspicious button.

# 1\ 28.11.2010

i 18-15-45 ASSAMGE  audit MIA

1-10of 98 (3

[Mark as suspicious|

The selection is automatically added to Suspicious operations report and treated
as abnormal activity in relation to forthcoming operations.
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Active Profiler For Period » link opens a list of all suspicious activities detected for
the target period rather than current day. Such list is particularly useful as a
starting point for data loss audit report.

E Active Profiler For Period - Google Chrome —-— ‘L":' El ﬂ
& https://srv2.gentlesecurity.com:13882/apex/fip=101:22:752960248509103: N O: 1.
A Rows[15_[7] |
1-150f 18 3
| =T P 9% 6 331.35MB 4
17.11.2010  CHRRAsSE [N &7% 22 27430 MB
18.11.2010 CHRRAsSE [N 95% 14 B0.30MB
20112010 userty [N 2% 1g LS4 -
20.11.2010  TIMEO 2 2% 18 ;1-3“47 |
20112010  ASSANGE 2 2% G @0 90 00 |
N MB i
|| 20.11.2010  STEPHANE 2 2% RGN 00 o |
20.11.2010  PBL [ 100 2 18.84MB 100
22112010 CHRRASSE 2 5% 145 D212 I | |
2211.2010  ADRcAsAaN [N 67% 3 856.27 MB 4 M
22112010 LIBERTY 2 67% 3 B56.27 MB 4
23112010 CHRRASSE 2 93% 12 141.61 1B
24112010 ugerty [N 57% 25 74158 [ s | A
4 [ | »
3.1.2. Status

The status indicates current risk factor of data leaks for entire organization. The
risk factor assesses probability of data leak. The assessment is based on the
following parameters:

9 Operational risk — share of sensitive data transferred versus all data

transferred.

9 Total size — share of total size of transferred data against extremes
observed within defined period.

T Number of operations — share of number of data transfers against
extremes observed within defined period.

9 Average file size — share of average size of transferred files against
extremes observed within defined period.
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Circular gauge visually illustrates operational risk or total size risk factors
depending on observations available.

Operational Risk

Operational Risk a7 00 W

Total size 1%
Number of operations  100% [0 [
Average file size 5% l

3.1.3. Status Trends

Status Trends illustrates trend of status by showing chart of operational risk (or
total size) for the recent period.

Status Trends

Operational Risk History

120%% 120%

96% 859 96%
725% 725%
4855 4850

245%, 245%,

0%

— - — - — - — - — - — — — —
— — — — — — — — — — — — — —
o0 o =] N L o P o0 a =] ™~ ™ = L
(=] (=] - i . — i - i ™~ ~d ™~ ~d ™~

®High Risk "™mMormal Risk
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Red columns correspond to days with elevated risk of data leaks and green
columns represent regular risk.

3.1.4. Top Destinations

Top Destinations shows summary of most used destinations where sensitive data
are transferred. The summary is based on number of transfer operations and
includes all monitored channels (web, email, devices, printers, network shares).

Top Destinations

http://wikilezks.ch

http:/emea.salesfor

D:\powershell_refere

JO=BANK INTERNATIONA

marc.lacrob@gentles

V\UBILUSFILO1\adrcas

<
LI B B L B
0 200 400 &0D 800 1,000 1,200

Dperations

Clicking on a chart bar opens list of all operations with chosen destination and
provides standard analysis tools described in 5.2 Logs section.

= | ] [ |

14::M0:1:P56_USER,P56_CHANMEL,P56_APP,P56_DEST,P56_DATE, P56_ORG:,, http//emea.salesforce.com,25.11.2010

s ~
& User Protacol - Google Chrome -

B hitps://srv2.gentlesecurity.com:13882/apex/flp=101:56:87

-

- ’ u . H f-\é § Logout | *
GentleSecurity.com | | 7\

Dashboard Logs Profiler Settings
Logs
™ —
I~ © () rRows[10 [5]
EERs
] Date (3 L
[ 2512010 sseaNgE audit  Prinicpafiransferdoc  htipfiemeasalesforcecom 3379400 IEXPLORE  Web No
4 171034
B 2B1M2010 ussanGE  audit  loan001087.doc  hfpflemeasalesforcecom 137218 IEXPLORE  Web No 1
4 16:36:38
W ZENA0 ussaNGE  audt  loan001087 o tpllemeasalesforcecom 13721800 IEXPLORE  Web No
o ZEDZN0 ussanGE gt Prinicpaliransfercoc  mitpflemea salesforce com 33794 [EXPLORE  Web No
@0 B0 ussaNGE  audt  loan001087 doc  Mtplemeasalesforcecom 6448400 IEXPLORE  Web No
f
@ O ZMNIN0 GuRRasse audt  Prinicpaliansfercoc  tpfemeasalesforcecom 3379400 IEXPLORE  Web No
L—Z D 32 :::: ggm ASSANGE audit loan 001087 .doc http:#femea.salesforce.com 64484 IEXPLORE Web No
L—a‘ D 32 gl ggm CHRRASSE  audit loan 001087 .doc hitp:ifemea.salesforce.com 6448400 IEXPLORE Web No fl
7 [ N0 CURRASSE  audt  loan001087 doc  ftpllemeasalesforcecom 13721800 IEXPLORE  Web No
I
| 1-20f9
Mark as suspicious| =
4 . | 3
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Top destinations help to identify faulty business processes posing data leak risks.

3.1.5. Suspici ous Applications

Suspicious Applications chart presents suspicious applications transferring
sensitive data. The suspects are determined by various parameters, such as
application trustworthy and transfer operations pattern.

Suspicious Applications

EASI_BS_Vé.=xe E 53
OUGHUS- 5 53
T T T T T 1

T T
40 50 &2 YD B S0 100 110 12D

Operations

Clicking on individual bars reveals detailed list of data transfer operations
performed by a selected application as well as the application information.

The feature helps to spot stealing data malware and intruders activity.

3.1.6. Data Transmission Channels

Data Transmission Channels chart illustrates distribution of transferred data
among channels, such as web, email, devices, printers and network shares.

Data Transmission Channels, MB

—MNetwork share - 244 .33

—\Web - 4, 880.16

Email - 24,019.62 —— —Printers - T7.25

" Device - 4,309.13
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Clicking on pie chart sections opens full list of data transfer operations over
selected channel.

f Y
B User Protocol - Google Chi = B g}
& User Protocol - Google Chrome S -y - Pra—

E} https://srv2.gentlesecurity.comil 2882 /apex/fip=101:56: 614:MN0:1:P56_USER, P56_CHAMMEL,P55_APP,P56_DEST,P56_DATE,P56_ORG:, Device,,,25.11.2010,544
= — 1
N \45 L Logout | *
. / b ;.
GentleSecurity.com - v A
Dashboard Logs Profiler Settings
LWS
& Ty
7 © () rows[10_[7]
=2EF)
] = |
| # © 32;;?1210 ASSANGE  audt N Dipowershell_reference_Apr2010.doc 11878400 [EXPLORE  Device No

I L_Z,‘ ] 33;;5310 ASSANGE audit MIA Di\powershell_reference_Apr2010.doc 118784 |IEXPLORE Device No (l

| — 25.11.2010 . _ _

e (& 12-3g:37 ASSANGE audit MNIA Di\powershell_reference_Apr2010.doc 11878400 |EXPLORE Device No

7 | f;;;ﬁgm ASSANGE  audit N Di\powershell_reference_Apr2010.doc 11878400 [IEXPLORE  Device No |

7 | f;;a_};?gm ASSANGE  audit  NIA Dipowershell_reference_Apr2010.doc 11878400 IEXPLORE  Device No

Z | ﬁjlgjigm STEPHANE  audit  N/A Di\powershell_reference_Apr2010 doc 11878400 IEXPLORE  Device No i

Z | ffl;'igm ASSANGE  audt  NA D:powershell_reference_Apr2010.doc 11878400 IEXPLORE  Device No

# | ff;l;;igm LBERTY  audt  NA D:ipowershell_reference_Apr2010.doc 11878400 IEXPLORE  Device No

— 25.11.2010 _

70 Ea nweo audit  NA Dipowershell_reference_Apr2010.doc 11878400 IEXPLORE  Device No

1-90f9

o
< m | »

\m— —

3.1.7. Top Applications

Top Applications shows summary of most used applications that transfer sensitive
data. The summary is built on number of traced transfer operations over all
monitored channels.

Top Applications

OUTLOOK I 2,809

IEXPLORE 1,908
WINWORD 636

L-GHUS-7MAFSL-GHUS- 583

EXCEL _J 218

ACROBATDISTILLER _J 265
LI I B |
4] 1,000 2,000 3,000 4,000

Dperations
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Clicking on a selected application bar opens list of associated transfer operations.

The chart facilitates identification of faulty business processes posing data leak

risks.

3.1.8.

Settings

Dashboard settings area is hidden by default and might be expanded by clicking
Settings label at left-top corner of Dashboard.

= Local Group Policy Editor

Il File
e |z@ EE

Action

View Help

Range, std.dev.: |1 Period : |14 days

Active Profiler

GentleSecurity.com - v

A

Dashboard Logs Profiler Settings
Setlings =
Sensitive content Apply Settings
Available File Extensions: Selected File Extensions: Available Content Classes Selected Content Classes
ADM - HLS COMFIDENTIAL DOCUME
BAD =1 XLSM SEMNSITIVE INCUBATOR #
BAT B | xusx — UNKNOWN UNKMOWN [0 —
BFC 5 | XLTH @ ®» @
BIN 3 |Doc @ N @
BMP DOCK a3 b
CAB € | POF 23 € 2
CAT & - XK o
CER
CFG -
Targets
Organization: | Bank j Target Date : |25.11.2010 =il View Period, days : |30 Trends Chart: [Column -
Alerts
Operational risk: [v Weight: 1
Total size: [« Weight : 1
Operation count: [ Weight : 1
Awerage file size : [« Weight : 1
Suspicious Applications : [~ Weight : 1
Unknown Devices . [ Weight: 1
Unknown Destinations . [ Weight: 1

Settings are shaped in the following groups: Sensitive content, Targets and

Alerts.

GentleSecurity
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Sensitive content

Sensitive content settings define what content should be treated as sensitive.
Two options are available: (1) by file types and (2) by content classes. An accurate
content definition is provided by content classes you select from available
content classes.

Available Content Classes Selected Content Classes

SENSITIVE INCUBATOR 2

UMEMNOWN UNKNOWN

Ko¥ 2
R

Available content classes are populated from audit trails and match those defined
in Content Source definitions as described in 4.1 Content Sources section.

If Content Sources are not configured or not available (e.g. LeakWall Lite does not
support Content Sources) then you may use file types.

Available File Extensions: Selected File Extensions:
ADM i HLS

BAD = HLSM

BAT ) | xLsx —
BFC 5 [ XLTH @
BIN 5 [DOC i
BMP DOCX iy
CAB € | POF 3
CAT & =
CER

CFG -

Typically you would select file types which are used to store sensitive information,
such as excel spreadsheets. You may use both “by file type” and “by content
class” definitions at the same time.

NOTE If Sensitive content settings are not configured then all data is treated as
sensitive, which appears as “UNKNOWN UKNOWN?” class in the list of selected
content classes.

NOTE The available lists of file types and content classes are populated from
received audit trails. At installation you may not have audit traces yet and so
would not be able to configure Sensitive contents. Thus all data is treated as
sensitive until you configure otherwise.
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Targets
Targets settings set default target parameters for Dashboard’s metrics. The target

parameters include:

1 Organization — organization or division for which Dashboard metrics are
displayed. A Reporting Server capable to process audit trails received from
various organizations and divisions. In this case Reporting Server
implements restricted access partitions. If a user has authorized access to
more than one partition then she may select the default organization for
Dashboard. See details on user configuration in 5.4 Settings section.

i Target Date — sets target day for Dashboard’s metrics. By default target day
is current day and Dashboard displays all its metrics for current day.

1 View Period — sets period (in days) for which backdated charts such as
Status Trends are displayed.

1 Trends Chart — sets type of Status Trend chart. You may select column or
area type.

Alerts
Alerts settings adjust alerts which are key components of Profiler’s detection
method. The alerts settings are described in 5.3 Profiler section.

The changes become effective on pressing “Apply Settings” button. Updates of all
parameters except Target Date are persistent.

3.2. Logs

Logs view opens Interactive Reports consolidating audit trails generated by
LeakWall Agents.

The default Interactive Report displays a predetermined set of columns such as
Date — date and time of event,

User —user name,

Operation — event operation,

Action — action taken by LeakWall policy,

Source — source of content (file name, device, URL and etc.),
Destination — destination of content due to operation,

= =4 =4 =4 =4 =4 =2

Class — class of content,

9 Application — operation context application,
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1 Policy Comment - additional note provided by policy, e.g. user

confirmation message.

= “ B
=[ Local Group Policy Editor glL
File Action View Help

= 7@ HB

: : - SR
GentleSecurity.com ‘ ‘! H 9 vH H ;{\’\\/\ ‘

Dashboard Logs Profiler Settings

Logout | *

Dashboard » Logs
(&
v | EI Repgns|1.PrimaryRep0rt ;l e@ Rowslm -I Actions | ‘

B T7user=TESTER ¥ %

m

Copy v Ex
Deny ~ B
Confirm V%
Audit V%
o . S Type
Operation Action Source Destination EDechnation
—o 29042011 war—
Lﬁ gy TESTER Copy confirm  message hitp/lieonlinews. microsoftcom  MNetwork unknown IMNT
: 17:57:20 X
@‘ 3.?,23:15211 TESTER  Copy deny C\Confidential\WEWS. b ftp:fiupload@205.234.185.62 Metwork Confidential ;ﬁ [
'__, f?,ﬁg:ﬁigﬁ TESTER  Copy deny CAConfidential\NEWS bt fip:fiupload@205.234.185.62 Metwork Confidential ;ﬁ
—s  29.04.2011 FAE |
[ .
ot 174373 TESTER  Copy confirm  24.tmp ftp:iupload@205.234 185.62 MNetwork unknown WA
—o 29042011 o
|_, i TESTER  Copy deny message hitp/lieonlinews. microsoftcom  MNetwork unknown INT
: 17:42:56 EX
e AR nanAaa - | ,_;,
|
https://srv2.gentlesecurity.com:13882/apex/f?p=101:35:209046273033003:: N O:::
“— T— - e—

The report may be further customized with displayed columns, an initial filter
clause, a default sort order, control breaks, highlighting, computations,
aggregates and a chart. Each Interactive Report can then be further customized
and the results can be viewed, or downloaded, and the report definition can be
stored for later use.

An Interactive Report can be customized in three ways: the search bar, actions
menu and column heading menu.

3.2.1. Search Bar
At the top of each report page is a search region.

Dazhboard > Logs
&

7 | El Repgn5|1.F‘rimaryRepor1 ;l e@ Rou\rs|10 -I ﬂctionsl ‘

The region provides the following features:
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9 Select columns icon allows you to identify which column to search (or all).

Dashboard > Logs

Al oo

All Columns

=) Date

User

Cperation

Action

Source
Destination

Type @Destination

... =
Application

Puolicy Comment
[ — et B

9 Text area allows for case insensitive search criteria (no need for wild cards).

Dashboard = Logs

-
/fll =]

9 [Go] button executes the search.

Dashboard > Logs
'
7 | GU|

9 Reports displays default and custom reports.

Dashboard = Logs

/Fr | Go Repnrts|'1.F'Fiﬂ"lEll‘y‘ Report j

9 View buttons switch between chart and report views

Reports | 1. Primary Report = éi@ Rows|10 =] Actions

1 Rows selects the number of records to display per page.

Reports | 1. Primary Report ~| & (w)]rows[10 =] | Actions

9 Actions Menu icon displays the actions menu.
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Dashboard > Logs

II"‘.
‘ v | EI Repgrts|1. Primary Report

B TPuser=TESTER %
Copy ="

Deny v E%

Confirm v Ex
Audit v Ex

Operation

I fg;g:;ggﬁ TESTER  Copy
I fg;gﬁsﬁ TESTER Copy

Action

confirm

deny

deny

confirm

deny

Source

message

C\Confidentia\MEWS b

C\ConfidentiahMEWS b

24 tmp

message

LI a@ Row |1[J vI Actions

~ Select Columns

[\ ? Filter

== Rows Per Page 4

== Format L

CIIH Flashback

http:dfi

H Save Report
fip:flup p

(1) Reset
ftp:fiu

-
4 Hel
ﬂp:ﬂu] J P

__4_; Download

http:dfi

|2 1

Please note that all features may not be available for each report.

3.2.2. Actions Menu

The actions menu is used to customize the display of your Interactive Report.

Select Columns

Used to modify the columns displayed. The columns on the right are displayed.
The columns on the left are hidden. You can reorder the displayed columns using
the arrows on the far right. Computed columns are prefixed with **,

— ' Select Columns

Do Mot Display

Display in Report

Log GUID(Event information)

Log |d(Event informatian)
Direction(Event infarmation)

Log Date(Event information)
Machine{Machine and User)

User Domain{Machine and User)
Full User Mame{Machine and User)
Application Hash(Application)
Application File Mame(Application)

W

Rev T

Date(Event information)
UseriMachine and User)
Operation(Event information)
Action(Event information)
Source(Destination Content)
Destination{Destination Content)
Class(Source Content)
Application{Application)

Paolicy Comment{Event information)

(ER T

Cancel | Applyl

Filter

GentleSecurity
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Used to add or modify the where clause on the query.

Column Operator Expression
| User | [ - | |

Cancel | Appl}f|

You first select a column (it does not need to be one that is displayed), select from
a list of standard operators (=, !=, not in, between), and enter an expression to
compare against. The expression is case sensitive and you can use % as a wild card
(e.g. STATE_NAME like A%).

Sort
Used to change the column(s) to sort on and whether to sort ascending or
descending.

é@ Sort
Column Direction Mull Sorting

1|Date _~| | Descending ~| | Default |
2 |—Se|eu:1 Column - ﬂ |Ascending ﬂ |Defau|t j
3 |—Se|eu:1 Column - ﬂ |Ascending ﬂ |Defau|t j
- |—Se|eu:1 Column - j |Ascending j |Default j
b |—Se|eu:1 Column - j |Ascending j |Default j
G |—Se|eu:1 Column - j |Ascending j |Default j

Cancel | Apply|

You can also specify how to handle empty values (use the default setting, always
display them last or always display them first). The resulting sorting is displayed to
the right of column headings in the report.

Control Break
Used to create a break group on one or several columns.

This pulls the columns out of the Interactive Report and displays them as a master
record.
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Column Status
1|-Select Column - ~||Enabled ~|
2 |—Se|eu:t Column - j |Enab|ed j
3 |—Se|eu:t Column - j |Enab|ed j
4 |—Se|eu:t Column - j |Enab|ed j
5 |- Select Column - ~||Enabled ~|
6 |- Select Column - ~||Enabled ~|

Cancel | Appl*_.r|

Highlight
Highlighting allows you to define a filter.

Highlight

Mame |

Sequence IT

Enabled |Yes |

Highlight Type |Row ~|
Backaground Cnlnr| D |:| [vellow] [green] [blue] [orange] [red]
Text Cnlnr| D |:| [vellow] [green] [blue] [orange] [red]

Highlight Condition
Column Operator Expression

User =lil= =[]

Cancel | Apply|

The rows that meet the filter are highlighted using the characteristics associated
with the filter.

Name is used only for display.

Sequence identifies the sequence in which the rules will be evaluated.
Enabled identifies if the rule is enabled or disabled.

Highlight Type identifies whether the Row or Cell should be highlighted. If
Cell is selected, the column referenced in the Highlight Condition is
highlighted.

9 Background Color is the new color for the background of the highlighted

= =4 =4 =2

area.
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9 Text Color is the new color for the text in the highlighted area.
1 Highlight Condition defines your filter condition.

Compute

Computations allow you to add computed columns to your report.

A
Compute

Computation |— Mew Computation —j

Column Heading | Format Mask

Computation 4’

Columns Keypad Functions
C. Machine SID : C (X" | ABS :
E. UsersSID I [ g - ADD_MOMNTHS i
L. User 4 5 6 + CASE
AE. Machine 1,23 * CAST
AF.  Machine IP 0 S| CEIL
AK.  User Domain - space ' CHR -

Create a computation using column aliases.
Examples:

1. (B+CJ100

2. INITCAPEI[, IINITCAP(C)

3. CASEWHEM A=10THEN B + CELSE B END

Cancel | Apply|

These can be mathematical computations (e.g. NBR_HOURS/24) or standard
Oracle functions applied to existing columns (some have been displayed for
example, others, like TO_DATE, can also be used).

1 Computation allows you to select a previously defined computation to edit.

1 Column Heading is the column heading for the new column.

1 Format Mask is an Oracle format mask to be applied against the column
(e.g. S9999).

1 Computation is the computation to be performed. Within the computation,
columns are referenced using the aliases displayed.
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Below computation, the columns in your query are displayed with their
associated alias. Clicking on the column name or alias will write them into the
Computation. Next to Columns is a Keypad. These are simply shortcuts of
commonly used keys. On the far right are Functions.

Aggregate
Aggregates are mathematical computations performed against a column.

% Aggregate

Aggregation |— Mew Aggregation —j
Function |— Select Function —j
Column |—Se|ec1 Column - j

Cancel | Appl}r|

Aggregates are displayed after each control break and at the end of the report
within the column they are defined.

9 Aggregation allows you to select a previously defined aggregation to edit.

9 Function is the function to be performed (e.g. SUM, MIN).

1 Column is used to select the column to apply the mathematical function to.
Only numeric columns will be displayed.

Chart
You can include one chart per Interactive Report.
ldi Chart
Chart Type |£ - |“‘ o @ [
Label |App|i|::atinn j
Value |Lng Id ﬂ
Function |Cnunt ﬂ
Sort | Default |
Cancel | Delete |.&pply|

Once defined, you can switch between the chart and report views using links
below the search bar.

1 Chart Type identifies the chart type to include. Select from horizontal bar,
vertical bar, pie or line.

9 Label allows you to select the column to be used as the label.
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9 Axis Title for Label is the title that will display on the axis associated with
the column selected for Label. This is not available for pie chart.

1 Value allows you to select the column to be used as the value. If your
function is a COUNT, a Value does not need to be selected.

1 Axis Title for Value is the title that will display on the axis associated with
the column selected for Value. This is not available for pie chart.

f Function is an optional function to be performed on the column selected
for Value.

For example chart of channels through which sensitive content is transferred.

CWeb - 42745

~Email - 18534
Device - 32995 ——
——— Printers - 4657

. —Internal HOD - 2405

-1

~MNetwork share - 832567

Group By
You can define one Group By report per saved report. Once defined, you can

switch between the group by and report views using links below the Search bar.
To create a Group By report, you select:
9 the columns on which to group (up to 3 columns can be selected)

9 the columns to aggregate along with the function to be performed
(average, sum, count, etc.)

9 the columns to use for sorting (up to 3 columns can be selected along with
direction and null sorting options)
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~% Group By
Group By Column

1|vl2|—3e|ecﬂ30lumn— ~| 3|-Select Column - -]

Functions Column Label Format Mask Sum
1|-SelectFunction-  ~| |- Select Column- ~|| | r
2|-SelectFunction-  ~||-SelectColumn- ~|| | -
3 |- Select Function- | |- Select Column- =/ | | r

Sort Column Direction Mull Sorting
1 |—Se|ect Sort Column—;' |Ascending ;I |Defau|t ;'
2 |— Select Sort Column —;l |Ascending ;I |Defau|t ;l
3 |— Select Sort Column —j |Ascending j |Defau|t ll
Cancel | Applyl

Flashback
Performs a flashback query to allow you to view the data as it existed at a
previous point in time.

@- Flashback

A flashback query allows you to view the data as it existed at a previous point in time.

As crfl minutes ago.

Cancel | Apply |

The default amount of time that you can flashback is 3 hours (or 180 minutes).

Save Report

Saves the customized report for future use.

Description |

Cancel | Apply |

You provide a name and an optional description.
Reset

Resets the report back to the default settings, removing any customizations that
you have made.
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@ Reset

Restore report to the default settings.

Cancel | Apply|

Download
Allows the current result set to be downloaded in CSV, HTML and send by e-mail.

.@annload
Choose report download format:
g | [l
ﬁ 1 |
'\/’;P -\/;p I\-/]

Csv HTML Email

3.2.3. Column Heading Menu
Clicking on any column heading exposes a column heading menu.

Operation LU Sowrce |

(&] [=] % L

Copy

Copy confirm 4
deny

Copy pass 4

Sort Ascending icon sorts the report by the column in ascending order.
Sort Descending icon sorts the report by the column in descending order.
Hide Column hides the column.

= =4 =4 =

Break Column creates a break group on the column. This pulls the column
out of the report as a master record.

9 Text Area is used to enter case insensitive search criteria (no need for wild
cards). Entering a value will reduce the list of values at the bottom of the
menu. You can then select a value from the bottom and the selected value
will be created as a filter using '=' (e.g. column = 'ABC'). Alternatively, you
can click the flashlight icon and the entered value will be created as a filter
with the 'LIKE' modifier (e.g. column LIKE '%ABC%').
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9 List of Unique Values contains the first 500 unique values that meets your
filter criteria. If the column is a date, a list of date ranges is displayed
instead. If you select a value, a filter will be created using '=' (for example,
column ="ABC').

3.2.4. Single Row View

To view the details of a single row at a time, click the single row view icon " on
the row you wish to view.

Dashboard > Logs

= Event information

Log GUID
Date
Log Id
Operation
Action
Policy Comment
Log Date
Packet Id
Channel
Dest Name Short

= Machine and User
User
Domain
Full User Name
User Sid

= Application

Application Hash
Application File Name
Application
Application Company

< Report View j Row 1 of 143 [ Exclude Null Values [ Displayed Columns

76D8FFB1-54B7-4C88-B438-A0771770B71A
29.04.2011 17:57:20

1597107

Copy

confirm

29.04.2011 17:51:20

112092

Web

hitp:ifieonlinews. microsoft.com

TESTER

TESTKP-E47B92B3

TESTKXP-E47B98BB\TESTER
5-1-5-21-1801674531-1993962763-2146899641-1003

CAWINDOWS\system32imsfeedssync.exe
WINDOWSE INTERNET EXPLORER
Microsoft Corporation

= Local Group Palicy Editor | = | E &1
File Action View Help
= 2= H
] ) Logout | *
_ =P 1 =3
GentleSecurity.com _ 74
Dashboard Profiler Logs Settings

m

3.2.5.

Report Settings

If you have customized your Interactive Report, the report settings will be
displayed below the Search Bar and above the report.

Dashboard * Logs

Pl | ﬂ
[E T/ User=TESTER ¥ %
Copy v =3¢
Creny Vv =3
Confirm W =3
Audit ¥ Ex
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This area can be collapsed and expanded using the icon on the left.

Dashboard > Logs

-

i | ﬂ

AT SY ===

Date &3 User  Operation

SO N T A

For each report setting, you can:
1 Edit by clicking the name.

9 Disable/Enable by unchecking or checking the Enable/Disable checkbox.
This is used to temporarily turn off and on the setting.
1 Remove by click the Remove icon. This permanently removes the setting.

If you have created a chart or group by, you can toggle between them and the
base report using the Report View, Chart View, and Group By View links shown on
the right. If you are viewing the chart or group by, you can also use the Edit link to
edit the settings.

3.3. Profiler

The Profiler view exposes essential settings of Profiler. The settings regulates how
Profiler’'s automatic detection is functioning and is not recommended to alter
them unless necessary.

Using retrospective audit trails the Profiler instantly creates behavior models for
individual users and/or applications. Deviations from standard behavior model
produce number of alerts composing threat level. If threat level becomes equal or
exceeds defined Threshold then the Profiler treats the activity as suspicious and
displays it on Dashboard.

~—Profiler
g Audit Behavior Alerts-»| Threat >
= 4 trails Model Level Report
——
Laptops L

Profiler settings are represented by configuration items and alert charts as
illustrated on the following figure.
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-/ Local Group Policy Editor =T
File Action View Help
bl AReaienl]
[ m \_\é i Logout | =
. v| » P
GentleSecurity.com ‘- v 7N\
L | 3 &)
Dashboard Logs Profiler Settings
Alerts Apply Alerts Operational Risk
1
Operational risk: [& Weight: 1
3 88.0%
Total size: [& Weight: 1 i o
Number of operations : [+ Weight: 1 q 44.0%,
h :-:i
Average file size - [v Weight: 1 T m(: | 22.0%
= - - = = = - z 3
Suspicious applications - [~ Weight 1 ] & s 5 8 3 4 0.0% S - - = - ~
Uninown devices - — Weight l—1 ®Operstional risk  Total size ®Number of operations Average fil ®Suspicious applications  Unknown devices g g s o s 5 9
®Unknown destinatio L] k @ ke
unknown destinations : [~ Weight: 1 Total Size Number of Operations Average Size
Range, std.dev.: |1 =
Period, days - 14 400M) 24 24M
Threshold - [Level 1 » 300M) % = —
200M) 12| 12M
Targets 100M| & M|
Qrganization = = = = = = = = = = = = = = =
Bank = 3 2 3 i = =z 3 5 3 3 i 2 @ s 3 4
g S 3 L g 2 o - 3 L & £ 3 E
User ®number of operations  Acceptable number of aperations ®average fils size
ASSANGE 52 Unknown Devices Unl
Target Date
25.11.2010
5 2 14
View Period, days S J "
20
3 1 7
2 1 4
] =] = = = = = ] =] = = = o = o = = =
€ & & 3 & i 4 € & & 3 & & 4 2 & & A&
®Number of susp Applications ®Number of unks i Destinati
< '
Don

3.3.1. Configuration | tems

Configuration
Content.

items consist of three groups: Alerts, Targets and Sensitive

Alerts
Alerts group exposes configuration for the alerts produced by Profiler’s behavior

model.
Apply |

v Weight:|—1
I Weight:|—1
I Weight:|—1
v Weight:|—1
o Weight:l—‘l
o Weight:|—1
I Weight:|—1
|.1—

T
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Alerts

Cperational risk

Total size

Mumber of operations
Average file size
Suspicious applications
Unknown devices
Unknown destinations
Range, std.dev. :

Period, days

Threshold
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The alerts include:
9 Operational risk — alert indicating deviation of share of sensitive data

transferred versus all data transferred

9 Total size — alert indicating deviation of total size of transferred sensitive
data

1 Number of operations — alert indicating deviation of number of sensitive
data transfers

9 Average file size — alert indicating deviation of average file size of
transferred sensitive data

9 Suspicious applications — alert indicating appearance of suspicious
applications. The suspects are determined by various parameters, such as
application trustworthy and transfer operations pattern.

' Unknown devices — alert indicating appearance of new devices where
sensitive data are transferred.

1 Unknown destinations — alert indicating new destinations for sensitive data
transfer.

Next to each alert name there is a check box and Weight edit box. Check box
enables or disables a selected alert. Disabled alerts do not contribute to threat
level.

Weight defines degree of alert’s contribution to the threat level. The threat level
is evaluated as a sum of weights of all signed alerts. For example, if signed alerts
are Operational risk with weight 1 and Total size with weight 1 then threat level
is 1+ 1 =level 2. If later Profiler signs Unknown devices alert with weight 2 then
threat level becomes 1 + 1 + 2 = level 4.

By default all alerts treated as equal and a signed alert elevates threat by one
level. Thus to reach threshold of level 2 the Profiler should sign any two alerts.
However, you may want to consider certain alerts, e.g. Suspicious applications, as
more important than others. In this case a single alert with weight 2 would reach
threshold of level 2 and cause Profiler to report such activity.

“Range, std.dev.” edit box sets standard deviation multiplier that is used to
distinguish excessive deviation of modeled parameters. Standard deviation is a
statistical measure applied to normally distributed random values. A lower
multiplier corresponds to more sensitive deviation detection and cause Profiler to
sigh more alerts. By default the multiplier is set to 1 which treats 68.27% of
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possible deviations as not-excessive, the multiplier 2 covers 95.45% and 3
includes 99.73% of all deviations.

“Period, days” edit box defines period of past audit trails that is required by
Profiler in order to build behavior model. Profiler takes audit trails for the
specified number of past days starting from the target date. A bigger period
provides more accurate behavior modeling however it may not include season
specific changes.

TiP
The recommended period is 30-60 days.

NOTE Range and Period parameters are relevant only for alerts which indicate
deviation. Also some alerts are user-specific, i.e. raised from individual user
specific behavior patterns, - specific user scopevhile other alerts are based on
the whole organization patterns — organization scopeThe alert’s properties are
summarized in the following table.

Table of alert’s properties.

Alert Affected by Affected by Specific Organiza-
Range Period User Scope tion Scope

Operational risk X X X

Total size X X X

Number of operations X X X

Average file size X X X

Suspicious applications X
Unknown devices X
Unknown destinations X

Threshold sets a threat level for Profiler. Higher threshold level produces less
detections. The level is illustrated on the central chart titled Alerts.

Targets
Targets settings are similar to those described in 5.1.8 Settings section except an

additional setting for user as Profiler view displays alerts charts for a selected
user.
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Sensitive Content
Sensitive Content settings are alike to those described in 5.1.8 Settings section.

All changes become effective up on click on Apply button. The changes are
persistent among Reporting Server sessions and are effective only for Profiler
view. Dashboard view has similar settings for Alerts, Targets and Sensitive
Content which are effective for Dashboard only.

3.3.2. Alert Charts

Alert charts visualize alerts distribution over time for a selected user. The charts
are particularly helpful during the adjusting of Alerts settings (see 5.3.1
Configuration Items section for details).

The central chart titled Alerts illustrates alerts summary. Each column is
composed by stacked squares of alerts that are signed on that day. A height of an
alert square is pro rata to alert’s weight. Thus height of column matches threat
level as it is evaluated as a sum of weights of signed alerts (see 5.3.1
Configuration Items section for details).

Alerts

: ]

1

Threat -
1]

-
-
o

- — - —
— — — —

09,11
24,11

= =1 - ™~ ™~

® Operational risk  Total size  ®Mumber of cperations Average file size ®Suspicious applications Unknown devices

®Unknown destinations

Threat levels are marked at vertical axis. Red line corresponds to threshold thread
level. What goes above that line is reported by Profiler as threatening activity.

Operational Risk, Total Size, Number of Operations, Average File Size, Suspicious
Applications, Unknown Devices and Unknown Destinations charts indicate
distribution of corresponding alerts. Those affected by Range and Period (see
5.3.1 Configuration Items section for details) are represented by color areas
where

9 Read area states for actual value of measured parameter;

N Green areaillustrates edges of normal deviation with red area above it
indicating signed alert.
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P
08.11

25.11

-
-
=+
~d

03.11
10.11
12.11
0.11

® Operational risk  ®Acceptable operational risk

Total Size
S00Mf
400M
300M
200M
100M
o
b b b | b b b
o il = i o o+ i
=] E=] . i ~ ~d 4
®Total size  Acceptable size
Mumber of Operations
30
24
18
12
=1
o —
] o 1 o = ] =
o o i o = i
= = - - ~ r ~

®number of operations Acceptable number of cperations

Awverage Size

24M

18M

12M

&M

08.11 F
09.11
10.11
12,11
20.11
24.11
25.11

® pyerage file size  Acceptable average file size
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The alerts not affected by Range and Period are represented are column charts
indicating number of certain events appearance.

Suspicious Applications

- - - - - - -
- - - - - - -
. H H .

0 o = ~ =1 =+ s
=] =] L) - = i~ i~

®1umber of suspicious Applications

Unknown Devices

- - - - - - -

— - — - — - —

o @ o i =1 o i

=] =] i - i~ i~ i~

®number of unknown Devices
Unknown Destinations

18
14
11
7
4
(1]

- - - - - - -

— — — — — — —

o a. =1 r o o s

=] (=] (=] L] ™ i~ i~

®pumber of unknown Destinations
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4.DeplmeyndfAgent s

LeakWall Lite Agent installation is provided as an MSI package. The package could
be centrally deployed via Group Policy Software Settings. To proceed with the
deployment launch Package context menu item in Software Installation node as
illustrated on the figure.

"fii Default Domain GP - [Console Root',Default Domain Policy [w2k3r2. test] Policy',Comp =10l =]
lﬁ] File  Action Wiew Favorites indow Help ‘;lilil
& » | @[m] 2

[:l Console Root Marme / | ersion | Deployment skate | Source |

EI_?j Defaulk Domain Policy [w2k3rz, test] Policy
EI@ Carmputer Configuration

[E1-1_1 Software Settings

IS < oFtware installation

20 windows Set

<[22 Administrati i

- m] Leakwal View b

@ User Configurati Mews Window From Here

Mews Taskpad Wiew. .,

There are no items to show in this wiew,

Paste
Refresh
Expork List...

Froperties

Help

Select LeakWall client MSI file, which should be previously copied to a network
share accessible from the target computers.
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open 2]
Loak i IQ share on w2k32 j @ _" = [l

Dezktop

L

ty Documents

wE
-

ky Computer

File name: IIeakwaII_n::Iient.'I.E.El.msi j | Open I
Files of fype: I'W'inl:l-:uws Installer packages [*.mai) j Cancel |
p

o

In the appeared dialog select Assigned option and press OK button.

Select deplovment methad:

= Published

i~ advanced

Select thiz option to Azsign the application without modifications.

Cancel |

At this point you have completed the software installation configuration.
LeakWall Client package should appear in the list and will be automatically
deployed by Group Policy.
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It Domain GP - [Console Root' Default Domain Policy [wZk3r2.test] Policy. Computer Config - |I:I|1|

Action  Wiew  Favorites  Window  Help |;|i|ﬂ
| | 2
nle Rook Mame £ | Yersion | Deployrment stake | Source |
yefault Domain Policy [w2karZ test] Policy | w8 Leakwall Clisnt 1.5.9 1.5 Assigned Vwzkar2ishare)leakwal _dient, 1.5,9.msi

g Computer Configuration
=+ Software Settings
'g Software installation
£||:| Windows Settings

T AT A Armimickr akive Taramlskas
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This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/).

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com)

This product contains Runtime Modules of IBM Lotus C API Toolkit for
Notes/Domino 8.5. (c) Copyright IBM Corporation 2009. All Rights Reserved.

6. Thi-Party Notices

3proxy
3proxy 0.6 Public License Agreement

(c) 2000-2009 by 3APA3A (3APA3A@security.nnov.ru)
(c) 2000-2009 by SecurityVulns.com (http://3proxy.ru/)
(c) 2000-2009 by Vladimir Dubrovin (vlad@sandy.ru)

This software uses:
RSA Data Security, Inc. MD4 Message-Digest Algorithm
RSA Data Security, Inc. MD5 Message-Digest Algorithm

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that following conditions are met (BSD style license):

* Redistributions of source code must retain the above copyright notice, this list
of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

* Neither the name of the SecurityVulns.COM nor the names of its contributors
may be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
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SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

OpenSSL
Copyright (c) 1998-2011 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list
of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must
display the following acknowledgment: "This product includes software
developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
endorse or promote products derived from this software without prior written
permission. For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
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NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

SSLeay
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must
display the following acknowledgement: "This product includes cryptographic
software written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic'
can be left out if the rouines from the library being used are not cryptographic
related :-).

4. If you include any Windows specific code (or a derivative thereof) from the
apps directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE IABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

PRCE
Copyright (c) 2007-2010, Google Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:
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* Redistributions of source code must retain the above copyright notice, this list
of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

* Neither the name of the University of Cambridge nor the name of Google Inc.
nor the names of their contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Ripmime
Copyright (c) 2003, PLD. All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list
of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

* Neither the name of the PLD nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
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SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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